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Brute Force
Insufficient Authentication
Weak Password Recovery Validation



Authentication

1D

ID

vV VYV YV V

Web

ID



Authentication

>
URL

> URL URL

» Web /admin/

» Security Through Obscurity ...



Authentication

O Web

Web

Web

10



Authorization

YV V V VY

ID Credential/Session Prediction
Insufficient Authorization
Insufficient Session Expiration
Session Fixation
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Client-side Attacks
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Client-side Attacks
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http://foo.example/page?frame _src=http://foo.example/file.html
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Buffer Overflow
Format String Attack
LDAP Injection
OS Commanding
SQL Injection
SSI Injection
XPath Injection
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<+ ESP
0x58 0x58 0x58 0x58
0x58 0x58 0x58 0x58
0x58 0x58 0x58 0x58
<+ EBP
0x58 0x58 0x58 0x58
0x58 0x58 0x58 0x58
0x01 O0x00 0x00 0x00
0x02 0x00 0x00 0x00 copy
0x03 0x00 0x00 0x00
0x41 0x41 0x41 0x41
\ 4
EIP

..................................................................................................

- void sub(i, j, k)
Cint i, j, k;
{

unsigned char a[] = { 0x00, 0x01, 0x02, 0x03 };
unsigned char b[] = { 0x10, 0x11, 0x12, 0x13,

Ox14, 0x15, 0x16, O0x17 };

strcpy(b, user-input);

5 void main()

-

o

KXXXKXXXKKXXXKXXXKKX

unsigned char A[] = { 0x41, 0x41, 0x41, 0x41 };

sub(1, 2, 3);

..................................................................................................

25



Command Execution

... printf()
%s, %d, %X, ...

O printf(buf); —~ buf
C/C++ CGl
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%on 4
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printf("%x", 1);
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printf(buf);

> printf

buf — "0ox"

|
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buf
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Nt 1;

printf("ABCD%n", &i);

|

> printf

printf(buf);
buf —

l

"Oxbffff658%x%x%x%X...%nNn"

Oxbffff658
i> printf
— C OxbFFFf658 D | buf
%ox%x%x%Xx
..... %n
—> 1D | oxvFFFFess
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Command Execution

LDAP

O LDAP

> LDAP
Web

o http://foo.example/ldapsearch?user=*

!
o (uid=*) LDAP
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Command Execution

ON'

>
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> Perl C PHP ...

o open(FILE, $fname); ~ $fname "/bin/ls |"

o system("ls -la $fname'); ~ S$fname
O ...

", cat /etc/passwd”
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Command Execution
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SQL
Web

“"SELECT Username FROM Users WHERE Username
Password = "$pass""

l

“"SELECT Username FROM Users WHERE Username
Password = ** OR ""="""

Union

"Suname” AND

LN | OR II:II AND
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Command Execution

SSI

O SSi HTML Web
> HTML
O
> SSI
» OS
o <!--#exec cmd="/bin/ls /" -->
>
o <I--#include file="/etc/passwd" -->
O
>

SSI

Web

SSI
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Command Execution

XPath

O XPath ... XML

O XPath

> XML
Web

string(//user[name/text()="%uname* and
password/text()="3$pass " ]/account/text())

l

string(//user[name/text()=""_or 1=1 or ""="" and
password/text()="foobar"]/account/text())
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Directory Indexing
Information Leakage
Path Traversal
Predictable Resource Location
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Information Disclosure

O Traversal ...

O

http://example/foo.cgi?file=

> Unicode UTF-8
%600

http://example/foo.cgi?file=

> Web

../../../etc/passwd
NULL

. .%255c. .%255c. .%255cetc/passwd
OS
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Information Disclosure

.bak .old .org .orig ...

.conf .cfg .config ...
.dat .data ...
/admin/ /backup/ /logs/
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Nikto Web

Nikto http://www.cirt.net/code/nikto.shtml

$ perl nikto.pl -nolookup -host 192.168.183.12
- Nikto 1.34/1.29 - www.cirt.net

+ Target IP: 192.168.183.12

+ Target Hostname: 192.168.183.12

+ Target Port: 80

+ Start Time: Thu Sep 30 07:27:42 2004

+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH,
LOCK,UNLOCK

+ /<script=>alert('"Vulnerable")</script>.shtml - Server is vulnerable to Cross Site
Scripting (XSS). CA-2000-02. (GET)

+ /xxxxx.htw - Server may be vulnerable to a Webhits.dll arbitrary file retrieval. ...
+ /scripts/..%255c¢..%255cwinnt/system32/cmd.exe?/c+dir - 1IS Is vulnerable to a
double-decode bug, which allows ......

+ 2648 items checked - 20 item(s) found on remote host(s)
+ End Time: Thu Sep 30 07:28:28 2004 (46 seconds)

+ 1 host(s) tested
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Abuse of Functionality
Denial of Service
Insufficient Anti-automation
Insufficient Process Validation
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Logical Attacks
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Logical Attacks
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WASC Web Security Threat Classification
http://www.webappsec.org/threat.html

OWASP Top Ten
http://www.owasp.org/documentation/topten.html

OWASP A Guide to Building Secure Web Applications
http://www.owasp.org/documentation/guide/guide about.html

@IT Web
http://www.atmarkit.co.jp/fsecurity/rensai/webhole01/webhole0l1.htm

@IT
http://www.atmarkit.co.jp/fsecurity/special/30xss/xss01.html

HTTP Response Splitting
http://www.sanctuminc.com/pdf/whitepaper_httpresponse.pdf

The Google Hackers Guide

http://glohnny.ihackstuff.com/security/premium/The_GoogIe_Hackers_Guide_
v1.0.pdf
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