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>mimikatz “lsadump::sam /system:SYSTEM/\1 T
/sam:SAM/ 17 77 exit

>mimikatz “Isadump::secrets /system:SYSTEM/\1 T
/security:SECURITY/vr 7"~ exit

>mimikatz “Isadump::cache /system:SYSTEM/\1 7
/security:SECURITY/vr 7'~ exit
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>mimikatz “dpapi::cred /in:CREDENTIALZ 71/ " exit
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>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/system: DPAPI_SYSTEW+— " exit

— MASTERKEYAYFR R

>mimikatz “dpapi::cred /in:CREDENTIALZ 71 /L
/masterkey: MASTERKEY © exit
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>mimikatz “dpapi::vault /cred:CREDENTIALZ 71 /L. verd
/policy:POLICYZ 71 /L. vool ” exit

— MASTERKEY®GUIDAN¥I|BA

>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/system: DPAP] SYSTEM+— ” exit

— MASTERKEYA TR R

>mimikatz “dpapi::vault /cred: CREDENTIALZ 71 /L. verd
/policy:POLICYZ 71 /L. vbo! /masterkey: MASTERKEY ” exit
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>mimikatz “dpapi::wifi /Jin: WiF/-GUID}. xm/ © exit
— MASTERKEY@GUIDA | BH

>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/system: DPAPI_SYSTEW+— " exit

— MASTERKEYAYFR R

>mimikatz “dpapi::wifi /Jin: WiFi-GUID}. xml ~
/masterkey: MASTERKEY ” exit

— REFENRDT— KRR
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e BWAPPDATA%¥Microsoft¥Credentials
e %LOCALAPPDATA%¥Microsoft¥Credentials

>mimikatz “dpapi::cred /in:CREDENTIALZ 71/ " exit
— MASTERKEY®GUIDA I BA

>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/sid:SID /password: OZF >/ X T— R 7 exit

— MASTERKEYA TR R

>mimikatz “dpapi::cred /in:CREDENTIALZ 71 /L
/masterkey: MASTERKEY © exit

— REFENRT— KRR
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* %LOCALAPPDATA%¥Microsoft¥vault¥4BF4C442-9B3A-
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>mimikatz “dpapi::vault /cred:CREDENTIALZ 71 /L. verd
/policy:POLICYZ 71 /L. vool ” exit

— MASTERKEY®GUIDAN¥I|BA

>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/sid:SID /password: OZF >/ X T— R 7 exit

— MASTERKEYAYF R

>mimikatz “dpapi::vault /cred: CREDENTIALZ 71 /L. verd
/policy:POLICYZ 71 /L. vbo! /masterkey: MASTERKEY ” exit

— REFENRDT— KRR

Copyright (C) 2020 Makoto Shiotsuki 23



Mimikatzz BW7=F 7 7 4 VIH (o-%)

e O A /RXT)— KHARBRELISEES -

e I—YAATA VRV Yy NETVTBRE, /XX
7 — RDOSHA-1/N w3 2 ALSAY — 27 L v M ZIRTE
(ARSO : Automatic Restart Sign-On)
e ZIEDWindows 107 7 # /L F TON (GBEIZHKTF)

« ZDSHA-1/Nv > 2 %{F-> TMaster Keyx 55

>mimikatz “lsadump::secrets /system:SYSTEM/\1 7
/security:SECURITY/vr 77 exit

— LSA SecretizA@& A 2 /NXJ— FDOSHA-1/\y & 2 KRR

>mimikatz “dpapi::masterkey /in:MASTERKEYZ 71 /L
/sid:SID /hash:SHA-1/vwa2 “ exit

— MASTERKEYM TR R
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Mimikatz
« https://github.com/gentilkiwi/mimikatz

WinFE based on WinPE for Windows 10
 https://www.kazamiya.net/WinFEforWin10

Windows Data Protection

* https://docs.microsoft.com/en-us/previous-
versions/ms995355(v=msdn.10)?redirectedfrom=MSDN

Operational Guidance for Offensive User DPAP| Abuse

* https://www.harmjOy.net/blo /redteamin%/operational—
guidance-for-offensive-user-dpapi-abuse

TBAL: an (accidental?) DPAPI Backdoor for local users
 https://vztekoverflow.com/2018/07/31/tbal-dpapi-backdoor/

DPAPI security flaw in Windows 10

. Iht((’gc_)é,:/éévvvvv.passcape.com/index.php?sectionzblog&cmd=detai
s&id=

WindowsD > v v b X 3L Eeh ?
 http://www.sec-pro.net/newsletter/20191219.html



